emergent

FICAM Overview

Introduction

The Federal Government today faces serious security challenges extending from the
threat of data breaches, identity theft, and inconsistent trust relationships. The need
for effective cyber security is at an all-time high. Emergent Consulting will guide your
agency in evaluating business processes and technical capabilities against the ICAM
segment architecture, collaborate with you to define a strategic Federal Identity,
Credentialing and Access Management (FICAM) roadmap, and assist you with its
execution. The focus of our hands-on, experienced team is to enable agencies to
streamline their existing ICAM processes, improve security and privacy protection,
and lower cost. The Emergent Consulting FICAM offerings address security threats
and reduce the complexity of implementing the FICAM architecture by solving the
challenges faced by the public sector.

Furthermore, Emergent Consulting meets and works to exceed the expectations of
the Federal policy requirements. Emergent is qualified for GSA SIN 132-62 (End-to-
end) HSPD-12 Product and Service Components, and is in the process of obtaining
qualifications for SINs 132-60 (A-F) and SIN 132-61.
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Conclusion

The Emergent Consulting FICAM implementation will provide your Agency with the
right solution to achieve their target ICAM architecture, as required by the OMB Policy
Memo M11-11. Emergent Consulting ensures the right amout of people, processes
and technology to deliver the right FICAM solution for your Agency. Problem Solved.
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Emergent Consulting
FICAM Solution

e PMO — Certified Project
Management Professionals to
augment client’s PMO and drive
the program forward

e Assessment — Audit and
assessment services to baseline
client’s current ICAM state and
identity next steps

¢ Strategic Roadmap — I|dentify
target ICAM state and a realizable
roadmap to get there

¢ Identity and Access
Management — Architect and
implement Identity and Access
management solutions, including
federation, Single-Sign On,
Access Control, AuthN and AuthZ
solutions. Support best of breed
COTS products

¢ PIV/PIV-I Credentialing —
Complete end-to-end lifecycle
management of PIV and PIV-|
credentials and their integration
with LACS and PACS

e Attribute Exchange — Assist
clients in implementing inter and
intra-agency data sharing models
and solutions

¢ Audit and Reporting —
Implement Security Information
Management and Log
Management Systems

e PACS — Strategic partnerships
with leading PACS vendors that
support both traditional and PKI
based authentication modes.
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Enabling Trust in the Digital World



